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Editorial 

 
 

 

In this final issue for 2012, we again welcome our colleagues from South Africa who have 

contributed five papers that illustrate the variety of topics covered by Information Warfare.  

 

The first paper by Maasdorp and Du Plessis proposes a model to illustrate the relationship 

between Electronic Warfare, Information Warfare, Cyber Operations, Net-Centric Warfare, 

and Information Operations. 

 

For something completely different, the next paper by Mouton and de Villiers propose a 

method of identifying rhino poachers. This is a topic of increasing concern as threatened 

species are brought under increasing pressure. 

 

The third paper by Schoeman and Irwin examines the contemporary world of social 

engineering attacks and examines how these attackers are changing their modus operandi in a 

world where organisations and individuals are more aware. 

 

The fourth paper by van Heerden, Bester, and Burke provide a review of IPv6 security 

concerns, whilst the final paper examines the problem of remaining anonymous when sending 

email and proposes a method to overcome this. 

 

Please ensure the papers keep on coming in as it is your contributions that make journal 

vibrant and viable. Let us hope 2013 will be a year when the JIW will provide even more 

stimulating papers. 

 

 

Professor Bill Hutchinson 

November 21
st
 2012 

w.hutchinson@ecu.edu.au  
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Abstract:   

In recent years, a discussion on the relationship between Electronic Warfare (EW), 

Information Warfare (IW), Cyber Operations, Net-Centric Warfare, Command and Control, 

Information Operations (IO) and other constructs have emerged.  This paper proposes a 

three-layer model in an attempt to provide a new perspective on this discussion.  Each layer 

is defined and the roles and relationships between EW, IW, and IO are explained 

accordingly.  Using this approach is extremely powerful as it emphasises the complementary 

natures these fields should have, rather than the rivalry which is often the present.  An attack 

on an 802.11g (WiFi) wireless link is used as an example to display the value this layered 

approach can offer. 
 

Keywords: Electronic Warfare (EW), Information Operations (IO), Information Warfare (IW), Cyberspace, 

Electro Magnetic Spectrum (EMS), Information Sphere. 

 

Introduction 
In recent years, a common trend within the Electronic Warfare (EW) community involves 

debates on the rightful place of EW among other constructs such as Cyberspace (Hahn, 2010; 

Kunkel, 2008; Borque, 2008a, 2008b), IW (Smith and Knight, 2005), Net-Centric Warfare 

(Smith and Knight, 2005) and Information Operations (IO) (Wolf, 2011a, 2011b).  The latest 

trend in this regard includes the involvement of physics into arguments that defend the 

rationale for involving EW in categories such as Cyberspace, Information Operations (IO) 

(Clifford, 2011; Hahn, 2010) etc.  Therefore, the authors as observers to this debate and with 

a background in the telecommunications industry would like to propose an alternative 

perspective which it is believed will help simplify the discussion. 

 

Some definitions of concepts that are the key to this discussion are initially presented.  

Cyberspace is defined by Hahn (2010, p.45) as  

 

“A global domain within the information environment consisting of the interdependent 

network of information technology infrastructures, including the internet, 

telecommunications networks, computer systems, and embedded processors and 

controllers.”   

 

From this definition, it can be seen that Cyberspace cannot exist without physical networks to 

connect systems to form networks.  These physical connections rely on the Electromagnetic 

Spectrum (EMS) to convey data.  The EMS is thus a key component of physical networks, 

and by extension, Cyberspace. 

 

mailto:fmaasdorp@csir.co.za
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Elder (2010, p.11) defines the EMS as 

 

“EMS refers to the range of frequencies of the electromagnetic radiation from zero to 

infinity.  The spectrum is divided into bands ranging from radio frequencies at the low 

end to x-ray and gamma frequencies at the high end.” 

 

Although not directly stated in the quote, the electro-optical region is also part of the EMS 

and is situated between the radio frequency region and the x-ray region.  EW traditionally 

refers to a military action involving the use of electromagnetic (EM) and directed energy to 

control the EMS by means of sensing, attack, and protection.  These abilities are known as 

Electronic Support (ES), Electronic Attack (EA) and Electronic Protection (EP) and are the 

cornerstones of EW.  Lately, EMS control (EMC) has also been added to EW nomenclature 

to allow for a better effects-based emphasis. 

 

A practical example of EMS utilisation is shown in Figure 1.  A radar is deployed at a 

geographical position to alert Head Quarters (HQ) of air activity in the vicinity.  Upon the 

radar detecting a target, the positional information is sent to HQ via a wireless link to allow a 

decision to be made by the commanding officer.  Note that a land line or fibre optic cable 

could also have been used to communicate the information without affecting the principles. 

 

In this scenario, the role of EW would traditionally be limited to the accurate detection of the 

target by the radar; or prevention of such detection by an adversary as these processes are 

inherently based on the EMS.  However, as the wireless link also utilises the EMS, EW 

applies to this network as well.  For example, an adversary could use EW jamming at the 

EMS level to alter the target position information sent over the wireless link.  If caution is not 

exercised, the HQ would never know about this deception/denial because the radar would 

report no jamming.  Therefore, EW’s capability to manipulate and exploit the EMS is a 

valuable capability in the communications aspects of this scenario. 

 

Radar

Head Quarters

Wireless Link

Target

 
 

Figure 1: Utilisation of the EMS 

OSI Model 
As stated in the introduction, the main underlying principle of EW is its interface to the EMS.  

However, EW systems are increasingly required to provide input to and take instructions 

from other networks and systems in order to achieve the desired operational effect.  Keeping 

this in mind, the focus is now shifted to the computers/telecommunication domain. 

 

In the early 1980s (the early days of the Internet), the computer and telecommunications 

industries experienced a similar dilemma, that is defining protocols to connect multiple 
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computers for the mass distribution of information, while exploiting different fields of 

expertise stretching from antennas to operating systems. 

 

The solution to this problem came in the form of the development of an architecture for 

computer communications.  This development was undertaken under the auspices of the 

International Organisation for Standardisation (ISO) and the result was the Open Systems 

Interconnection (OSI) model.  The model, displayed in Figure 2 (Stallings, 2000), consists of 

seven layers, namely the application, presentation, session, transport, network, data-link and 

the physical layers.  The key to this model is the principle of abstraction whereby the 

intricacies of each layer are hidden (abstracted) in every other layer while still allowing 

relevant information about other layers to be communicated.  This approach is extremely 

powerful because it allows engineers to focus on the issues related to each layer without 

requiring a detailed knowledge of every aspect of all layers.  In this way, engineers working 

on the application layer (for example, software running on a system) do not need detailed 

knowledge of the physical layer (the physical wires or EM waves connecting systems), but 

still have access to information they require (for example, bandwidth and latency). Note that 

higher levels in the model do not imply additional or reduced complexity, or any kind of 

superiority or inferiority, merely a different view of the system. 
 

 
 

Figure 2: OSI model (Stalling, 2000) 

 

Proposed Model 
In the case of the relationships between EW, Cyberspace, IW, and IO within the defence 

domain, a similar architecture or model can be used, hopefully addressing many of the 

debates surrounding this topic.  Therefore, it is proposed that the adoption of a similar 

approach to the OSI model for this purpose but define new layers.  This is crucial as a lack of 

clear definitions is one of the underlying causes of confusion about the roles and 

responsibilities of each field. 

 

With reference to Figure 3, first the bottom or first layer is defined as the layer responsible for 

access to the EMS and label it the Access Layer.  EMS systems, such as EW systems, and 

communication systems, radars operate at this layer as they all provide an interface to the 

EMS.  In the light of a recent article published in the Journal of Electronic Defence (JED) 

(Clifford, 2011), this seems reasonable as the article argued that every EW practitioner should 
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have some knowledge of physics, including electromagnetic wave propagation, and 

modulation types..  Thus, the Access Layer, in which EW resides, is seen as having the ability 

to manipulate and exploit the EMS, and pass information to and from higher layers in the 

model.   

 

The second layer is labelled the Connection Layer and is defined as the layer responsible for 

the manipulation and transport of data within a network.  At this point, data would be 

manipulated as bits or packets, rather than modulated signals as is the case in the Access 

Layer.  This layer is also commonly referred to as Cyberspace and is the region in which IW 

practitioners typically operate.  Thus, IW practitioners are not required to have expert 

knowledge of interactions with the EMS – or even whether data are transferred via coaxial 

cable, fibre optic link or radio link – but rather to focus on the manipulation of data at bit or 

packet level to accomplish the appropriate objectives.   

 

The third and final layer, labelled the Utility Layer is placed at the top of the model and is 

defined as the layer which exploits the lower layers to achieve a desired effect, again without 

requiring detailed knowledge of those lower levels.  The Utility Layer is thus the level in 

which operations are conducted, for example, PsyOps and IO. 

 

 
 

Figure 3: Proposed model to place EW in context 

 

This approach demonstrates the differences between EW, Cyberspace and IO in a very 

natural way, emphasising both the importance and complementary nature of each of these 

fields.  The grey areas displayed in Figure 3, illustrate that the interfaces between the layers 

are not intended as clear dividing lines and that subject matter expertise can overlap.  For 

example, the interface between EW operating at the Access Layer, and Cyberspace operating 

at the Connection Layer could vary depending on the task at hand, but the for example the 

transition from modulation in the Access Layer to binary ones and zeros in the Connection 

Layer is seen as a common transition.  However, this should be determined by the subject-

matter experts residing in the respective layers.  Lastly, note the Access Layer has been split 

into two sections to emphasise the fact that EW focuses predominantly on the wireless 

scenario (though EW expertise can be relevant to the wired case).  Furthermore, all layers in 

the model do not necessarily need to be present in every situation.  For example, an EW 

protection system such as a Directed Infrared Countermeasures (DIRCM) system on board an 

aircraft would respond immediately to a missile fired on it without waiting for a command to 

be issued from the Utility Layer. 
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Quoting from Lonsdale (2004): 

“Strategic power can be projected over the current known dimensions such as sea, 

land, air and space. A fifth dimension in which strategic power can be projected is 

also described as the infosphere. The infosphere is the environment where shapeless 

information exists and flows both in structured and or random ways. The infosphere is 

where facts or knowledge reside and is represented or conveyed by a particular 

sequence of symbols, impulses or characterisations. It is also the domain where 

command and control takes place. The Electromagnetic Spectrum, Network Spectrum 

and the Human Domain (cognitive domain) are the spine of the infosphere.” 

 

With reference to this quotation, the information sphere is made up of the EMS, network 

spectrum and the human domain.  The proposed model mirrors this approach with the Access 

Layer, which accesses the EMS, the Connection Layer, which is equivalent to the network 

spectrum, and the Utility Layer, which is the human domain in which operations are 

conducted.  Therefore, this model is clearly supported by the infosphere approach presented 

by Lonsdale (2011). 
 

Jamming example on 802.11b 
This section provides an example to illustrate the value of using the proposed model.  Recent 

experimental results published by EW staff at the CSIR have shown that an 802.11b wireless 

link is vulnerable to smart attacks (Vlok, 2010). 

 

The classic method of performing such an attack is to raise the RF noise floor to levels which 

prevent the wireless system from transferring data over the link.  This attack is therefore 

aimed towards the Access Layer in Figure 3.  However, since the 802.11b standard has built-

in intelligence to compensate for RF interference, it senses the link interference and adjusts 

the link power to a level at which the system is able to re-establish the link and proceed with 

the data transfer.  Therefore, the jammer and the 802.11b communication link enter into a 

power struggle in which each party aims to emit more power that the other.  Furthermore, the 

user of the 802.11b system will be able to determine that such an attack is taking place from 

the information captured by the system. 

 

Making use of a more intelligent attack, and aiming more towards the data-link layer of the 

OSI model, it was proven that an attack could be performed very efficiently (and covertly) 

without entering into a power struggle (Vlok, 2010).  This attack works by injecting signals at 

the Access Layer which exploit the access-control mechanism of the 802.11b protocol to 

cause the desired breakdown in the communications.  Furthermore, it would not be easy for a 

user to determine that an attack was taking place, potentially increasing the value of the 

attack. 

 

Using a simple noise jamming scheme would clearly reside in the Access Layer and be an 

EW task.  A traditional Denial of Service (DoS) attack where the network is overwhelmed 

with synthetically generated data would equally clearly reside in the Connection Layer and be 

a Cyberspace task.  While still predominantly working in the Access Layer, the approach 

used by (Vlok, 2010) moves towards the Connection Layer because knowledge of the access-

control mechanism is required.  The value of the proposed model in this context is that is 

shows that EW practitioners need to enlist the help of our Cyberspace colleagues to take this 

work further because future extensions will rely on a knowledge of issues like authentication 

and encryption which clearly lie in the Connection Layer.  In fact, the lack of such knowledge 

is one of the main factors which have meant that this work has not been continued. 
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Conclusion 
In conclusion, an approach similar to the OSI model is proposed to clarify the relationships 

between EW, IW, Cyberspace, and IO. This approach would allow debates surrounding EMS 

and who takes responsibility for it to be placed in context.  This approach will go a long way 

towards clarifying the different, yet complementary roles of EW, IW, Cyberspace, IO and any 

other system or concept which interacts with the EMS.  However, the OSI model is very 

seldom applied to specific systems without modification, so it is reasonable to expect the 

same will occur with the proposed model.   
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Abstract:  

A dramatic increase in rhino poaching, if allowed to continue at current rates, is threatening 

South Africa's rhino population with extinction. The available detection and prevention 

systems are not sufficient in solving this crisis. Targets are detected, but their intent is 

unknown, thus a system is proposed that fuses the available data and infers a potential 

poacher's intent. A mixture of behaviour modelling and intent estimation, coupled with a 

suitable computational intelligence technique will address the problem of how to infer 

whether a person is a rhino poacher. This article sheds some light on the current systems that 

are in place and we offer a formulation of the rhino poacher problem in the Kruger National 

Park (KNP).  

 

The proposed research is to model the terrain of the KNP, as well as the behaviour of rhinos 

and humans. A simple generic and high-level model will initially be used and the complexity 

adjusted as the project progresses. The model will be based on experience and observations 

of game rangers, park officials, South African Police Service (SAPS), South African National 

Defence Force (SANDF), and other groups that see to the safety of the animals of the KNP. 

Data will be generated with the model and used to train a chosen computational intelligence 

algorithm. 

 

The contribution will be to show whether computational intelligence techniques can be 

effective in estimating the intent of potential rhino poachers in a statistical model of rhino 

poacher behaviour in the KNP. With the proper infrastructure this work could be used to 

provide decision support to park officials. This is extremely important for the rapidly waning 

rhino population in South Africa, as well as the rest of the world.  

 

Keywords: intent estimation, computational intelligence, rhino poaching 

 

Introduction  
From January 2012 until 20 June 2012, a total of 251 rhinos had been poached in South 

Africa. Out of this 251, 149 rhinos were poached in the Kruger National Park (KNP) 

(SANParks, 2012). Table 1 is courtesy of the South African Parks (SANParks) and shows a 

breakdown of the rhino poaching statistics for South Africa between 2010 and 20 June 2012. 

 

A total of 147 poachers were arrested so far this year. This is encouraging, but the 

unfortunate fact is that the arrests were made after the rhinos were poached. It would be ideal 

to catch the poachers before they attack the rhinos. 
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The main reasons why rhinos are poached are trophy hunting and the believed medicinal 

purposes of their horns. In China (and recently also Vietnam) it is believed that ground rhino 

horn can cure many ailments, even cancer (Cota-Larson, 2012). This has scientifically been 

proven to be untrue. In Yemen the horns are used for handles of daggers called ‘jambiya’, but 

China and Vietnam have overtaken Yemen as the driving forces behind rhino poaching. 

 

According to (Eloff, 2012), a ‘foot’ poacher receives about R81,000 per rhino horn, whereas 

the sophisticated poacher who is part of a syndicate can receive an estimated R12,000 per 

kilogram. The only real risks involved for a poacher is being shot by a law enforcement 

official or being charged and receiving a five year sentence, of which only a single year 

would be served. When the risks are compared to the rewards, it is clear why there are so 

many poached rhinos in South Africa. 

 
Table 1: Rhino poaching statistics for South Africa 

 

South Africa 2010 2011 2012 

Kruger National Park 146 252 149 

MNP (SANParks) 0 6 3 

Gauteng 15 9 0 

Limpopo 52 74 36 

Mpumalanga 17 31 9 

North West 57 21 24 

Eastern Cape 4 11 3 

Free State 3 4 0 

KwaZulu-Natal 38 34 26 

Western Cape 0 6 1 

Northern Cape 1 0 0 

 333 448 251 

 

Currently, almost three rhinos are poached every two days. At this rate, 2012's figures will be 

even higher than that of the 448 rhinos poached in 2011. This is a serious problem and if a 

solution is not found quickly, there might not be any rhinos left in the near future. 

 

Rhino poaching 
Eloff (2012) examines the spread of rhino poaching incidents in South Africa through the use 

of Geographic Information Systems (GIS) and remote sensing. Various spatial analytical 

techniques are combined with research to conceptualise the problem in twelve steps. The 

research for the project was done in the Kruger National Park (KNP) from January 2010 until 

May 2010 when 71 rhinos were killed. From the 55 arrested perpetrators, 40% was found to 

be Mozambican citizens and 60% South African citizens. By sampling the ages of 22 of the 

perpetrators, it was found that they were mostly between 21 and 39 years old. 

 

Statistical analysis revealed that there was no direct correlation between if it was raining or 

not during an attack. Temperature also did not seem to play a considerable role, so it was 
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deduced that poachers do not have any preference when it comes to weather conditions. An 

interesting statistic that came to light, however, is the correlation between poaching and the 

phases of the moon. It seems that poachers prefer to attack during a lighter moon than a 

crescent (darker) moon. It was also found that most attacks occur in the southern part of the 

KNP and that the most popular days for attacks are Thursdays (22%) and Fridays (18.8%). 

 

Eloff (2012) further states that “...addressing the rhino poaching problem in South Africa is a 

very complex task with an organised mesh of activities that involves the uneducated poor 

poacher from a rural village, professional individuals (vets, pilots, park officials) as well as 

corrupt public officials.” 

 

According to (Hosken 2011), the average rhino poacher is male, has paramilitary training, is 

an excellent marksman and tracker, operates both day and night and is poor (usually comes 

from rural areas). These characteristics could be used to infer the intent of potential poachers. 

 

Border safeguarding 
Border safeguarding has similarities to the problem of rhino poaching, as most rhino poachers 

either seem to come from bordering countries, or are South African citizens who smuggle 

rhino horns over the border. Certain border safeguarding units have also been deployed in the 

KNP to apprehend poachers. 

 

Operation Corona is the border safeguarding operation developed in partnership with the 

South African Defence Force (SANDF). “Border safeguarding is a Joint Command and 

Control (JC2) operation between the SANDF and South African Police Service (SAPS). It 

deals with situations such as rhino poaching, smuggling of narcotics into South Africa, and 

transporting stolen goods and vehicles out and across the border.” (Van Rooyen, 2011).  

 

From the available statistics it seems that nearly half of the poachers come from neighbouring 

countries (Eloff, 2012) and use the KNP's border to enter South Africa (Maota, 2012). 

According to Ken Maggs from SANPArks, 70% of rhino poaching in South Africa occurs in 

the KNP, with 70% of those poaching incidents occurring along the KNP's 4,000 km border 

with Mozambique (Hosken, 2011). The main reasons for the high percentage of poaching 

figures in the KNP is the fact that there is a large concentration rhinos roaming free, probably 

more than in any other part of the country, and the fact that the KNP shares a national border 

with Zimbabwe and Mozambique. 

 

Border safeguarding falls under the heading of Operations Other Than War (OOTW) where 

the threats are civilians, unarmed, and not hostile. The aim is to apprehend threats, not kill 

them, and then to hand them over to the SAPS to be placed under arrest (Van Rooyen, 2011). 

According to (Smith, 2011), OOTW can be defined as military missions that include a range 

of military skills for uses other than what the military skill set would normally be used for. 

“Such military missions could include border protection, peace support operations, counter 

crime, civil operations and disaster relief.” (Smith, 2011) 

 

In 2003 the government announced that the SANDF would have to withdraw their border 

patrol operations from the border by March 2009 in favour of the SAPS (Geldenhuys, 2011). 

This process was stopped in October 2009 and by mid-November 2009, the Cabinet said that 

the SANDF would once again be responsible for border control and protection (Boshoff, 

2011). Their first deployment took place in 2010. The deployment was to be incorporated by 

the Justice, Crime Prevention and Security (JCPS) cluster, which include the departments of 
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Defence and Veterans, Correctional Services, Home Affairs, Justice, Police and State 

Security.  

 

The SANDF cannot patrol the border in isolation (Boshoff, 2011; Martin, 2011). Border 

patrol in South Africa needs to be a cross-discipline effort. There is no SAPS exit and 

SANDF entry strategy and that leads to certain parts of the border not being patrolled, 

thereby creating blind spots, which in turn makes it easier for poachers to cross the border. 

 

The border safeguarding operation consists of a five-year rollout plan, of which phases one to 

three have already concluded. In the first phase, four companies were deployed along the 

borders with two engineering troops in support to repair broken-down border fences. The 

second phase saw a further three companies deployed. The Mozambique borderline enjoys 

priority as they hold a specific threat to South Africa's rhinos. Phase three is currently in 

process and is deploying twelve sub-units. Phase four will see units being deployed along the 

rest of the border in April 2013. Phase five will see the deployment of additional units, 

bringing the total to 22 companies safeguarding the borders of South Africa (Martin, 2011).  

 

Intent estimation 
The potential application areas for intent estimation are numerous. Estimating the intent of an 

aircraft aids in the classification of airborne targets (Blasch, 2004; Lee, 2003; Oosthuizen, 

2011), as well as in the threat assessment of such aircraft (Benavoli, 2007). Blasch (2004) 

extends tracking and identification modelling to reduce the positional error by formulating a 

hybrid state space approach to deal with continuous-valued kinematics and discrete-valued 

target type, pose, and intent behaviour. 

 

Lee and Llinas (2003) use a hybrid model for intent estimation to and state data acquired in 

real-time suffer from two types of imperfection, namely vagueness and ambiguity. The 

design of a hybrid system is explored that processes both these types of imperfections by 

integrating fuzzy (vague) and probabilistic (ambiguous) data types. Fuzzy logic is used for 

the vague data, and Bayesian networks are used for the ambiguous data. The model explores 

the representative transformation methods between probability and possibility. 

 

Oosthuizen (2011) proposes that the intent of possible threat aircraft be estimated by 

modelling a Command and Control (C2) simulation system using Agent Based Modelling to 

capture human interactions. It is further proposed that this can be implemented as a sense-

making tool, whereby the enemy C2 process is modelled and simulated to be used in 

estimating a set of planned actions. 

 

Intent estimation is also of utmost importance in the maritime environment where pirating 

and poaching are of great concern. Fong (2004) presents an algorithm that provides 

Unmanned Undersea Vehicles (UUVs) with the ability to estimate the intent of the targets it 

is observing. A probabilistic model of the target’s possible intents is developed and used to 

estimate the target’s real intent. The results from the algorithm are used to analyse the target’s 

observed path to detect objects. The values are logged in an obstacle inference map, which 

incorporates the results from the analysis of any number of observed paths from multiple 

targets. Bayesian updating and the forward-backward approach are used in developing the 

algorithms. 
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A roadmap of the article 
In the next section, the current systems that are in place in the KNP are examined and the 

following section gives an overview of the proposed system. The modelling of the problem is 

discussed and the conceptual model is presented. The feature selection issue is considered 

and the training and testing of the algorithm is discussed. The discussion of the high-level 

system is ended with a few words on model complexity and the conclusion. 

 

Current systems in place 
The current systems that are in place for the detection of poachers and the safeguarding of the 

animals are mostly human observations in the form of rhino sightings. For instance, a game 

ranger would say that he saw a certain rhino at a certain position in the park at a certain time. 

Different sightings can be fused to form a track of where the rhino was and where it is 

headed. Potential poachers can also be sighted and identified as such. 

 

These systems are, however, not sufficient in solving the rhino poaching crisis. The biggest 

problem with rhino poaching is in the KNP, which is where we will concentrate our efforts. 

 

Currently there does not seem to be a way to fuse these human observations to form a 

situation picture.  A system that fuses different sources of data to infer the potential poacher's 

intent is proposed. This is the topic of the next section. 

 

Proposed high-level system 
An integrated system is proposed based on a statistical graphical model that fuses the 

available data and infers a potential poacher's intent. A mixture of behaviour modelling and 

intent estimation, combined with a suitable computational intelligence technique will address 

the problem of how to infer whether a person is a rhino poacher. 

 

A simple generic and high-level model will initially be used and the complexity will be 

adjusted as the project progresses. The model will be based on experience and observations 

of game rangers, the police, SAPS, and SANDF. Data will be generated from the model and 

will be used to train a computational intelligence algorithm. 

 

Modelling the problem 

The terrain of the KNP will be modelled with care taken to include points of interest such as 

mountains, dense patches of trees, rivers, watering holes, foot paths, and roads. The 

importance of these points of interest is that poachers will most probably use them to their 

advantage. For instance, it would be more difficult to detect potential poachers if they are 

hiding in mountainous areas or areas where the trees are very dense. Rivers and watering 

holes will also be popular locations for rhinos, thus increasing the chance for them to be 

poached. Footpaths and roads are also important in the sense that they are the only places 

where persons travelling on foot or in a vehicle are allowed to be. If suddenly someone is 

detected moving in a certain area and it is known that there are no footpaths or roads, it is 

likely that a poacher has been detected. 

 

The behaviour and movement of rhinos and humans will also be modelled. Humans and 

animals behave differently as they have different motivations and goals. According to Fogg 

(2009) there are three products that make up a person's behaviour: motivation, ability and 

triggers. For a person to exhibit a certain type of behaviour, he/she must be motivated, have 

the ability to perform the behaviour and experience a trigger to perform this behaviour. 
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Furthermore these three products have to happen at the same time. Humans also behave 

differently in different situations. There will have to be distinguished between ‘normal’ 

human behaviour and ‘poacher’ behaviour. 

 

Animals do not behave in the same way as humans, thus there will have to be a separate 

model for the behaviour of the rhinos. For instance, Folse et al (1989) use “object-oriented 

programming, dynamic linkages, rule-based decision procedures, and several concepts from 

the field of Artificial Intelligence (AI) for modelling animal movements in a heterogeneous 

habitat.” 

 

To model the movements of a rhino, one of the first tasks will be to create a probability 

density surface that describes the spatial distribution of the rhino's location (Downs, 2012). 

This is called a home range. Our aim with this is to reveal ways in which the rhinos use 

complex and changing environments (Gurarie, 2009). Rhinos will move in a specific manner 

and visit the same locations. Variations in this behaviour could indicate the proximity of a 

poacher. There is a need to distinguish between ‘normal’ rhino behaviour and ‘threatened’ 

rhino behaviour. Just as humans behave differently when in danger, rhinos will have different 

movement patterns when they feel they are being threatened. 

 

Itwill also have to be decided whether to model rhinos in a group or as individuals. This will 

depend on the movement and behaviour of the rhinos: do they move in herds, do they move 

two-by-two or do they move alone? If rhinos are modelled collectively, a group of rhinos' 

behaviour can be seen as a result of individuals following the same set of behaviour rules and 

can thus be modelled by mathematical equations. A proposed method to model the 

distribution of the rhinos' positions is to use a Gaussian mixture model. A Gaussian mixture 

model is a linear superposition of a number of Gaussians formulated as a probabilistic model 

(Bishop, 2006). The means and covariance of the different Gaussians as well as the weights 

of the superposition (mixing coefficients) are parameters that can all be determined as part of 

the learning process. 

 

A conceptual model 
Figure 1 illustrates the conceptual model for the rhino poacher problem. The model is shown 

in plate notation, which is a more compact way of representing graphical models (Bishop, 

2006). The plate (the big box labelled N) represents the N targets of which only a single 

example is shown explicitly. The smaller plate labelled K denotes the K time steps. 

 

The Class random variable determines all the features and motion properties of the target of 

which there are N copies. Examples of Class include ‘poacher’, ‘game ranger’, ‘tourist’, 

‘rhino’, and ‘other animals’. The variables indicated by       represent attributes of the 

targets. These variables will be dependent on the class and may include the shape of the 

target, the weight of the target, the size of the target, etcetera. They are observed through 

attribute observations        . These may include infrared signatures of the target, visual 

images, radar imagery and radio-collar signals. The variables       represent motion 
parameters and are dependent on the target class. For example, the movement of a rhino will 

be different than the movement of another animal or human being. Examples include 

maximum speed, movement patterns and other kinematic properties. These influence the 

actual motion model of the target, which is a hidden Markov model, detailed in Figure 2. This 

model simply implies that the state vector of the target is dependent on the target state vector 

of the previous discrete time step (a discrete time model is assumed here). The target motion 
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is observed through the variable   , which are the positions, and possibly velocities, of the 
target for all time steps until the current time step. 

 

 
Figure 1: Conceptual model of the rhino poacher problem 

 

 

 
Figure 2: Target state vector as a hidden Markov model 

Feature selection 

A significant part of the problem is to decide which features are relevant to make decisions 

regarding the intent of a potential poacher. Some of these features have already been stated, 

such as the positions of the humans. Are they on a footpath, are they on a road or are they in 

the middle of a dense patch of trees far away from any roads? Are the human tracks in a 

restricted area? Human tracks in a restricted area could mean that we are detecting a game 

ranger or a park official, it can mean that some tourists got lost, or it could be a poacher. 

 

Also, previous poaching locations can be examined in order to calculate a poaching pattern 

and try to understand which features are relevant to poachers in selecting a poaching location. 
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Other features that can be considered are time of the day, day of the week, weather conditions 

(although we know that according to (Eloff, 2012) poachers do not favour certain weather 

conditions above others), and moon phases (according to Eloff poachers favour a lighter 

moon). 

 

Training and testing the algorithm 

At this stage there are models for the KNP's terrain, rhino behaviour and human behaviour. 

These models will then be used to generate data to train our chosen generative model 

machine learning algorithm. A generative model is an approach where the underlying 

distributions of the classes are modelled. By sampling them, synthetic data points can be 

generated in the input space (Bishop, 2006). The other approach in machine learning is to use 

discriminative techniques that only focus on learning the class boundaries (Lester, 2005). 

 

Positions and tracks of rhinos will be generated, as well as positions and tracks of humans as 

will tracks for game rangers, park officials, tourists  and poachers as these groups will have 

different movement patterns.  

 

After training the algorithm, the system will be tested on real world data. The real world data 

will mostly be the positions of rhinos and humans (position and time of observation). The 

goal is to fuse the data and obtain a situation picture before inferring the intent of the 

potential rhino poacher. 

 

Model complexity 
A simplified statistical model of the rhino poaching problem and of rhino poacher behaviour 

will be used. The model will be based on experience and observations of game rangers, park 

officials, SAPS and SANDF, and any other data that might be available at the time. The 

model might not work as expected at the start, as it is a simplified statistical version of the 

problem, but it will capture the core of the problem. 

 

Conclusion 
In this paper, the importance of protecting the rhino population of South Africa is highlighted 

and it is shown that the biggest number of rhino poaching occurs in the KNP. The current 

methods of detection and protection are not adequate and a new integrated system for fusing 

available data is proposed to make inferences concerning potential poachers. The conceptual 

model is also introduced. 

 

The aim of this project is twofold. The aim is to show that computational intelligence 

techniques can be used to effectively estimate the intent of potential rhino poachers in a 

statistical model of rhino poacher behaviour in the KNP. Another aim is to provide decision 

support for park officials and hopefully put a stop to the increasing number of savage attacks 

on rhinos. 
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Abstract 
Social engineering attacks initially experienced success due to the lack of understanding of 

the attack vector and resultant lack of remedial actions. Due to an increase in media 

coverage corporate bodies have begun to defend their interests from this vector. This has 

resulted in a new generation of social engineering attacks that have adapted to the industry 

response. These new forms of attack take into account the increased likelihood that they will 

be detected; rendering traditional defences against social engineering attacks moot. This 

paper highlights these attacks and will explain why traditional defences fail to address them 

as well as suggest new methods of incident response. 

 
Keywords: Social-engineering, awareness training 

 

Introduction 
As the usage of computers and electronic infrastructure has moved from a fringe asset in 

corporations to an essential part of business profit generating processes (Black et al, 2001), 
the darker side of information technology has grown in step. The increased use of various 

information technology systems has equated to a decrease in operating expenses and 

increased productivity, but has also increased the surface area onto which malicious parties 

can focus attacks.  Faced with this, the discipline of information security was born out of a 

need to protect assets that have not previously been at risk, and has been quite successful in 

doing so by implementing an ever-expanding toolbox of controls. But, as technical controls 

become stronger, devious minded groups and individuals have turned their attention toward 

the personnel that use the systems rather than the systems themselves, as there is often a 

higher probability of success associated with breaching an operator than breaching an 

operating system (Winkler et al, 1995). 

 

Social engineering, as it has become known, focuses on the human aspect of information 

security, but due to its deceptive nature it relies on the ignorance of the target to be successful. 

This has been addressed somewhat through training and general awareness in both 

mainstream media and focused training, but just as the nefarious elements within information 

technology shifted their focus to the easier human targets when technical controls proved 

resilient, the opportunity now exists for that shift to happen once again. This time, social 

engineers could capitalise on softer targets within the human element, and, given an 

awareness of the training that the target may have had, the ‘engineer’ could avoid many of the 

pitfalls associated with traditional social engineering. The following section offers a brief 

outline of the main differences between the traditional social engineering attack and its newer 

evolution, the social recruiting attack. 
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Social engineering: a low-tech hack for a high tech environment 
Social engineering is defined as the science of skilfully manoeuvring human beings to take 

action in some aspect of their lives (Hadnagy, 2010). Applied more directly to information 

security, and taking into consideration the actions that penetration testers use when testing the 

viability of social engineering against their targets, it can be seen as a collection of skills that 

target the human element of an organisation in an attempt to bypass technical controls. As an 

example, a classic social engineering attack would consist of the assailant convincing an 

employee to plug a flash drive into their workstation, which would then run a set of malware, 

attempting to exploit the workstation and bringing it under the control of the attacker 

(Hadnagy, 2010). The social engineering aspect of the attack is the act of convincing the 

target to insert the infected flash drive, which under normal technical means, would require 

the attacker to somehow bypass inline deep packet inspection (Ross et al, 2011). Social 

engineering allows the attack to instead focus their attack on a person instead of the technical 

controls, a method which has proven very successful for famous hackers such as detailed in 

Ridpath (2011) and Mitnick (2003). 

 

Combating social engineering: knowledge is power 
Social engineering relies on deception and misinformation, with the attack assuming a role 

that has been tailor made to suit the target and yield the greatest probability of success. But 

while these traits are essentially the cornerstone of social engineering, they are also its 

weakness. Security awareness training has been singled out as one of the most important 

initiatives when combating social engineering because it arms employees with the knowledge 

of what a typical social engineer will do (Allen, 2006). Given this raised awareness, 

employees can more effectively detect a social engineer, limiting or completely negating 

potential data leaks.  

 

Increased security awareness goes hand-in-hand with a solid, well-defined, and easily 

interpreted security policy (Allen, 2006). From the security policy a set of ‘hard and fast’ 

rules should be derived that can be used by perimeter facing personnel (receptionists, security 

guards and the like), as they are the most likely to be faced with possible situations that could 

jeopardise the security of the organisation. Having these two controls in place should allow 

staff to detect a social engineer and, in the best-case scenario, block one from breaching the 

organisation. Looking at the increase in literature associated with the detection and prevention 

of social engineering at Defcon DC over the conference’s 19 years. This rise can be seen in  

Figure 1, where it is evident  that social engineering awareness has enjoyed a drastic increase 

in recent years, particularly from 2008 to 2010 (Defcon, 2012). The industry has targeted 

social engineering as a high-risk area of security and has been trying to solve the problem, as 

shown by the increased number of research papers presented on the topic. As Allen points out, 

there is no effective way to fully protect against social engineering attacks (Allen, 2006), but 

this is true for all technical controls as well (defined as residual risk) (NIST, 2003). However, 

with the increase in general awareness of the subject, the human link is not as fragile as it was 

when social engineering made its debut. 
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Figure 1: Number of social engineering references in Defcon presentations per year 

 

The social recruiting attack: choosing the right target 
Where social engineering relies on a distinct lack of widespread detection in order to succeed, 

social recruiting builds and improves upon the strengths of human hacking. It takes into 

consideration that detection will occur, and instead of letting its deception based attack 

collapse under those circumstances, it instead leverages it as part of the attack vector, 

hijacking the chain of command within a corporation and repurposing it for the attackers 

needs. 

 

The process starts off as any other targeted social engineering attack, whereby an individual is 

chosen as a target based on his or her internal privileges and the potential for breaching 

network assets by taking control of their workstation.  Research into the interests or hobbies 

of this person is paramount to the success of the attack, as it is this that will be used as the bait 

for a spear phishing campaign (Burstein, 2009). 

 

This attack’s social engineering roots are quite clearly established in the first phase, which 

could be described as a traditional social engineering attack (spear phishing), but changes 

slightly from the next step. In the first case, the social engineer builds a dummy website that 

looks like a web shop front end: a shop that the target would likely want to visit based on their 

interests and hobbies. However, in the second (social recruiting) case, the social recruiter 

would spend more time building the reputation of the website, with special attention being 

paid to a fictitious Help section. The website would have the illusion of a strong user base to 

help convince the target of its legitimacy, and would require a prospective new member to 

install an application in order to utilise the site’s functionality. A professional-looking 

installation guide would then clearly state that certain antivirus programs have been known to 

conflict with the installation process and would ‘helpfully’ offer ways to remedy that, usually 

by asking the user to simply turn them off. As this is the crux of the attack, these steps would 

need to be clearly visible.   

 

0

1

2

3

4

5

6

7

8

9

1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011

Ocurrences   of   Social   Engineering   Presentations   at   Defcon (1993-2011)



Social recruiting: A next generation social engineering attack 
 

20 Journal of Information Warfare 

This is what differentiates the social recruiter attack: social engineering relies on tricking a 

human, whereas social recruiting relies on tricking and using one. Knowing that the front-

facing low-level employees are increasingly aware of attack vectors, social recruiting instead 

targets those higher up: it assumes that an upper-tiered executive will have enough influence 

within the organisation that he or she will be able to have a change made to the technical 

protections that would leave the company vulnerable to attack. It is assumed that upper 

managers have this heightened internal privilege and do not understand the potential harm that 

could come to the organisation by side stepping the security policy (Gabriel, 2011). By 

creating a convincing installation process that tells the user that the antivirus blocking the 

program is normal, and shifting the nuance of fixing the problem onto the ‘client’, the target 

will hopefully instruct the security team to allow access and whitelist the application. 

 

This form of attack overcomes the inadequacy of social engineering by exploiting two 

common flaws in organisational security policy: a weakening regard and understanding of the 

security policy amongst higher level employees in a hierarchical organisation (Gabriel, 2011) 

(InsightExpress, 2008), and the common managerial assumption that information security is a 

barrier that prohibits legitimate business transactions (Albrechtsen, 2007). 

 

Detection nullified: the difficulties of combating social recruiting 
If both vulnerabilities exist within a corporation’s environment, the social recruiting attack 

allows the attacker to subvert technical controls to infect a station, and uses the station-

owner’s managerial privileges to open up the technical controls that would prevent the 

malware from running. Upon a successful installation, the malware could then disable 

controls that could block a remote shell or similar malicious application from phoning home.  

 

This creates a sizable problem for information security engineers because they could be faced 

with a situation where they could know very well that an attack is in progress, but be helpless 

to utilise their arsenal of technical controls to prevent it. This happens due to the weakened 

security policy posture as it applies to the targeted higher-tiered employee. An information 

security engineer that attempts to block the attack could put their job in jeopardy, as it could 

seem to the managerial target that the employee is not performing and not complying with 

management’s requests. 

 

It also means that most of the normal defences used to detect social engineering attacks are 

severely diminished because the social recruiting attack does not need to keep itself cloaked 

from security experts to succeed. By disguising the malware as a legitimate piece of software 

that is being hampered by the numerous security controls, the social recruiter creates an 

environment where the attack does not need to be changed based on any technical controls 

that may be protecting the victim. Therefore the attack does not need to know how the internal 

security landscape of the victim looks in order to craft this attack. 

 

Social recruiting is also immune to the defensive security mantra of protecting against all 

known forms of attack such as blocking predefined known bad ports, antivirus signatures, IPS 

signatures and the like (Harris, 2010) .Even though the security department is aware of the 

attack, it is often powerless to act against it in an environment where the two human 

vulnerabilities exist. 

 

Out of the box tactics needed to mitigate a social recruiting attack 
Since the social recruiting attack exploits two human vulnerabilities in an organisation’s 

security posture, a method that directly mitigates the risk associated with those two 
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vulnerabilities would be best suited. This means that if procedures were in place that 

prohibited the altering of the security policy by individuals, regardless of their rank or power 

within the company, the social recruiting attack would be rendered useless. 

 

However, the weakening of the security policy is not due to a lack of process and procedures, 

but instead is based on special case privileges that are granted through the hierarchical model 

and a lack of understanding regarding the reasoning behind the security policy. It is therefore 

impractical to defend against this attack by addressing the security policy head on. 

 

Fortunately, while difficult to prevent, this form of attack’s biggest weakness is that it is 

extremely easy to detect. This may sound paradoxical at first, given that the social recruiter 

makes the assumption that detection will occur, but for the defender, this ease of detection 

gives the information security department the opportunity to react to the attack, specifically 

by decompiling and disproving the authenticity of each piece associated with the overall 

deception. 

 

For example, the domain name would probably only have been registered recently (Stakmans 

et al, 2011). An exception to this would be where the domain was bought by the attacker from 

a parked domain store, but the resources required for this would normally be too large to 

justify or require an unrealistic amount of pre-planning. Such action could result in 

contradicting statements made by the fake users on the website regarding how long they have 

been members. Any claims that relate to how long the website has been doing business are 

also worth investigating as timelines are relatively easy to dispute.  

 

Depending on the amount of time that the attacker has put into the website and the overall 

back story, a general search for the website might render few or no links to it. This would 

typically be  another sign that the site is not what it is reporting to be. If the attacker has gone 

to the trouble of building a reputable back story for the website though the use of techniques 

such as cross posting on other forums and so forth, it is unlikely that the attacker would have 

been able to correlate the posts with the website’s date of establishment. A timeline of cross 

posts would reveal that a surge of activity appears around a certain date and continues 

forward, but very little before that, which shows that the posts have been fabricated. 

 

While building a docket that disproves the attacker’s platform is essential to countering the 

overall social recruiting attack, its ability to sway the victim is diminished unless the second 

vulnerability exploited by the attack has been addressed. Once sufficient evidence has been 

compiled a case needs to be made to a body within the organisation that, if persuaded that the 

website is malicious, could reliably convince the managerial target of the same, or simply 

possess sufficient power to override him or her.  

 

The existence of a third party within an organisation that can be activated to aid the security 

department in breaking the traditional top-down hierarchical enforcement path is essential in 

the interim, while a mitigation process is put in place to address the difficult relationship 

between security and the general management of the organisation. Fixing this relationship 

defect is not achieved quickly or easily, and therefore it requires a stopgap in the form of the 

third party body to mitigate social recruiting attacks. 

 

In the medium to longer term, the organisation should focus on instituting some form of social 

reform with the aim of improving the relationship between the security department and the 
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rest of the company. This is not a focal point for this paper due to the amount of work 

required, but some areas that can be looked at are: 

 

1. Actively marketing defensive security in the company by highlighting the attacks that 

have been prevented, possibly aided by showing the theoretical maintenance costs or 

data loss had those attacks been allowed to pass the control points. 

2. Drawing on the incident response team’s knowledge in this type of scenario, as they 

might have internal case studies of breaches that have occurred in the past that match 

this new attack’s fingerprint. There is also value in forwarding the digital forensic 

education of the security team to management, arming them with the tools to 

successfully combat the social recruiting attack before it takes place. 

 

Conclusion 
Security has evolved over the years from simply applying ACLs on perimeter routers, to 

layering multi technical controls over each other, to a point now where deep packet inspection 

is required on both the inbound and outbound network paths of the organisation (Ross et al, 

2011). As the technical controls increased in strength, attackers have redirected their efforts 

towards the easier targets: human operators. 

 

Social engineering has gained momentum because of its ability to bypass many of the 

technical controls found in a typical corporation’s network, but due to tactics based in 

deception, the infamy of social engineering is often a double edged sword. By exploiting the 

human element, it is humans who become personally motivated to encourage a greater level 

of education and response, thereby diminishing the probability of an attack successfully 

breaching an asset in the future. 

 

While an environment of stronger technical security controls and heightened awareness is not 

conducive to traditional social engineering attacks, the social recruiting attack thrives in it by 

combining the most powerful aspects of social engineering with two common human and 

organisational vulnerabilities often found in companies. 

 

Because of this attack’s ability to shatter the technical controls of an organisation via 

managerial edict, there is no suitable technical platform that can be used to remedy the attack 

vector. Instead the information security team must employ non-traditional forms of security 

such as research and information gathering with the purpose of disproving the legitimacy of a 

seemingly honest website or piece of software. 

 

The remediation strategies for the social recruiting attack are limited, resource intensive and 

require that the attacker has not covered his or her back story correctly, placing the security 

team on the back foot. Also it requires a lot of time and precise work from the attacker, who 

needs to make sure that the timeline of the website makes sense and is plausible, since it is the 

easiest portion of the attack to investigate. Coupling this with the assumption that the 

company has a weakening security policy at the higher echelons (and that a negative attitude 

towards the security department exists), the possible attack surface and frequency of this 

attack can be viewed as relatively low compared to those that information security specialists 

face on a daily basis. 

 

However, in the contemporary world it has become worthwhile for a group of hackers to 

attack a security company, steal secrets from them and then use those secrets to successfully 

attack a military contractor Finkle (2011) describes this attack that took patience, planning 
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and out-the-box thinking, and while it could be classified as an unlikely occurrence on a daily 

basis, the truth of the matter is that it did happen and could happen again. 

 

As the attack is so dynamic and time sensitive, the security team needs to focus on being able 

to quickly and efficiently label a social recruiter attack. They can then identify which parts of 

the deception need to be dissected and disproved, and finally have a predefined process in 

place to escalate the docket to a pre-formed body with both the technical and managerial 

power to address these types of attacks. 

 

The steps required to combat social recruiting attacks have their difficulties, but they are not 

expensive from a capital expenditure point of view nor are they unrealistic, but they do not 

fall under the traditional armoury of the security specialist. While this might cause the 

responsibility of the attack to be passed on to some other department, security personnel that 

defend a company’s assets need to realise that a dynamic mind set needs to be used to combat 

dynamic attacks. Unless security professionals realise that the trench-warfare style of 

defending needs to be abandoned, their prospects of being able to successfully protect their 

corporation’s assets are bleak at best. 
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Abstract: 
This study focus on the security concerns of IPv6. A broad introduction to IPv6 is made then 

briefly the differences between the IPv6 and IPv4 protocols are looked at, their known 

vulnerabilities and this identifies some security concerns when implementing IPv6. Even after 

13 years, IPv6is still considered a new network protocol. With this in mind not much is known 

about IPv6. Since the IPv4 address space will be used up within the next few months, IPv6 

should finally become more mainstream.  

 
Keywords: ipv6, security, Internet protocols, Internet security 

 

Introduction 
Darrin Miller, Security Researcher, CIAG, Cisco System stated: “IPv6 makes some things 

better, other things worse, and most things are just different, but no more or less secure” 

(Deering & Hinden, Internet Protocol Version 6 (IPv6) Specification, 1995). The Internet 

Engineering Task Force (IETF) proposed a new Internet protocol in 1990s (Deering and 

Hinden, 1995). Internet Protocol Next Generation (IPng) was created, which then became 

Internet Protocol version 6 (IPv6) and is the successor to IPv4. Its development is ongoing for 

more than 13 years and this protocol is still described as the new generation protocol since 

most of its implementation is still in engineering laboratories and by academia. Less than 

approximately 1% of all internet traffic is IPv6 based. The migration to IPv6 is happening at a 

very slow pace.  

 

The internet protocol 
The Open Systems Interconnection Model (OSI)is a way of sub-dividing a communications 

system into smaller parts called layers. Similar communication functions are grouped into 

logical layers. A layer provides services to its upper layer while receiving services from the 

layer below. On each layer, an instance provides service to the instances at the layer above 

and requests service from the layer below. Figure 3 shows the 7 OSI layers and accompanying 

protocols. Internet Protocol (IP) forms part of the third layer, the Network Layer. 

 

What is internet protocol? 

A protocol (in the context of a computer network) is a set of rules governing the exchange or 

transmission of data electronically between devices. IP is the principal communications 

protocol used for relaying data packets across a network. It is responsible for routing packets 

across network boundaries. It is the primary protocol that establishes the Internet. IPv4 is 

currently the dominant protocol of the Internet, but is envisioned to be succeeded by IPv6. 
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Why was IPv6 Developed? 

IPv6 was developed because IPv4 does not have enough addresses available to sustain the 

ever growing internet and all the devices that need a unique IP address to connect to it. IPv4 

has a theoretical upper limit of about 4 billion (4,000,000,000) unique addresses but in 

practice IPv4 is unlikely to support a sustainable population of no more than about 250 

million uniquely addressed nodes (Loshin, Protocol, and Practice, 2004). 

 

 

Figure 3: - Open Systems Interconnection model (OSI model) (Leutert, 2010) 

 

What about network address translation? 
Network Address Translation was developed to alleviate the effects of IPv4 address depletion. 

Network Address Translation (NAT) basically translates one or more addresses into another, 

typically a private address into a public address and vice-versa. Many users and sites do this 

today on a small scale. An end-user laptop may have a private address which is translated by 

the home router into a public address provided by theInternet Service Provider (ISP). The 

public address is unique and this is the address depended on for global Internet connectivity. 

So what happens when the ISP runs out of addresses? Before address exhaustion, it would 

simply apply for and receive new addresses (Lee, 2011). 

 

The Internet Assigned Numbers Authority (IANA) will assign the last of the available IPv4 

addresses during 2012 after which there are no more new IPv4 addresses available (Marsan, 

2011c). 

 

Large Scale NAT 

This is basically address translation upon address translation, also called Carrier Grade NAT. 

Intermediate endpoints like home routers will also get a private address instead of a public 

one and then translate its traffic at a new heavy-duty Large Scale Network Address 

Translation (LSN) device that lives elsewhere on the Internet. Thousands of users will share a 
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single IP address through this massive translator. What is unclear is whether this will provide 

the same performance, reliability, and security currently on the Internet (Lee, 2011). 

 

LSN compared to IPv6 as a solution 

IPv6 has been years in development and is considered a longer-term and more reliable 

solution than LSN. Adopting IPv6 means that people with IPv6 addresses can talk to IPv6-

enabled or dual-stack sites without LSN translators. Figure 4describes some other aspects of 

LSN compared to end-to-end IPv6 connectivity (Lee, 2011). 

 

 

Figure 4: Large scale NAT vs. End-to-End IPv6 

 

IPv6 represents the last and best hope for continued, unencumbered Internet growth. Not 

going this route will lead to islands of IPv4 “NAT’ed” or similar networks with various toll 

gates and bridges that offer a small aperture to the rest of the world (Marsan, 2011d).  

 

Why is the migration happening so slowly? 
The major stumbling block to the deployment of IPv6 is that it is not backwards compatible. 

That means network and website operators have to upgrade their network equipment and 

software to support IPv6 traffic, and so far most have been unwilling to do so 

(Marsan,2011d). .  

 

There exists a Catch-22of supply and demand for IPv6 content/traffic. Network equipment 

vendors do not put their weight behind producing affordable large range IPv6 compatible 

equipment, because enterprises would not buy it.  Web based enterprises do not upgrade their 

equipment to IPv6 compatible devices because no or little endpoint users will be able to use 

it. Most equipment in homes today will not support IPv6. Then it goes back, most endpoint 

users would not buy expensive equipment that support IPv6 if their ISP does not and if most 

of the internet websites are still hosted through IPv4 technology. Security is a concern but it is 

not the driving force behind the slow migration. There is no definite start or end date for the 

migration and it is predicted that it will still go on for years. 

 



A review of IPv6 security concerns 

28 Journal of Information Warfare 

Header Structures 
The common way to represent these headers is to draw them as a succession of 32-bit words. 

The top word is transmitted first and the left most byte of each word is transmitted first 

(Peterson & Davie, 2000). 

 

IPv4 Header 

IPv4 provides 32-bit address space and has a theoretical upper limit of about 4 billion 

(4,000,000,000) unique addresses but in practice IPv4 is unlikely to support a sustainable 

population of no more than about 250 million uniquely addressed nodes. The IPv4 header 

structure is described below and shown in Figure 5. 

 

 

Figure 5 

 Version: The Version field specifies the current version which is 4 in this case. The 

header processing software checks this first and then knows how to process the rest. 

 HLen: The HLeng specifies the number of 32-bit words in the header. Minimum is 5 

where 5×32=160 bits or 20bytes. The maximum is 15 where 15×32=480 bits or 60 

bytes. 

 TOS: Differentiated Services Code Point formerly known as TOS (Type of service) is 

used to indicate if a packet should receive some sort of special or priority processing. 

 Length: This is a 16-bit field defining the total length of the datagram (header and 

data). The minimum is 20bytes and the maximum is 65,535 bytes. 

 Ident: The Ident is used for identifying fragments of the original datagram. 

 Flags: The Flags is a 3-bit field used to control and count fragments of the datagram. 

 Offset: The Offset is a 13-bit field that specifies the offset of a particular fragment 

relative to the beginning of the original unfragmented datagram. The first fragment 

has an offset of zero. 

 TTL: The TTL (Time to Live) reflects historical intention where the time the packet 

was allowed to exist on the network was considered but it has become more of a hop 

count than a timer. 

 Protocol: The Protocol field is a key that identifies to which of the OSI higher-level 

protocol the IP packet should be passed to. Examples are TCP and UDP. 
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 Checksum: The checksum field is the 16-bit one's complement of the one's 

complement sum of all 16-bit words in the header.It is used for error checking the 

header. If an error is detected the packet is discarded and must be resend. 

 SourceAddr: The SourceAddr (Source Address) is the IPv4 address of the sender. It 

is included so that the recipient can decide if it wants to receive data from this sender 

and also to know where to reply to if it wants to reply. Note that during transit a NAT 

device could change this address.  

 DestinationAddr: The DestinationAddr (Destination Address) is the IPv4 address 

indicating the receiver of this packet. Note that during transit a NAT device could 

change this address. 

 Options and Pad (variable): There may be a number of options at the end of the 

header but these are not used often. 

 

IPv6 Header 
Migration to IPv6 support is a gradual process, and mechanisms to gracefully support IPv6 in 

IPv4 networks have been an important part of the IPv6 development project from the 

start.IPv6 provides a 128-bit address space and can address 3.4×1038 nodes. 

 

The IPv6 header structure is described below and shown in Figure 6. 

 

 

Figure 6 

 Version: The Version field is set to 6 for IPv6. 

 TrafficClass: The TrafficClass field identifies the priority and class of service of this 

packet. 

 FlowLabel: The FlowLabel field is for future use in identifying packets that are part 

of a unique flow, stream, or connection 

 PayloadLen: The PayLoadLen field defines the length in octets of the packet that 

follows the IPv6 header. 
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 NextHeader: The NextHeader field identifies the type of header that follows the IPv6 

header. This replaces the Options and Protocol field of IPv4. 

 HopLimit: The HopLimit field is a counter for the number of remaining hops the 

packet can traverse. This is simply the TTL of IPv4 renamed. 

 SourceAddress: The IPv6 address of the node that originated this packet. 

 DestinationAddress: The IPv6 address that this packet is destined for. 

 

IP Security 
The following was identified as prominent problems with IPv4 for which IPv6 are the 

solution (Loshin, Protocol, and Practice, 2004). 

 The imminent exhaustion of the IPv4 addressing space. 

 The imminent collapse of the Internet routing structure due to explosive growth of the 

non-default routing table. 

 The problem of end-to-end interoperability across routing domains in which IP 

addresses may not be globally unique. 

The way in which IPv6 is capable of solving these problems becomes clearer when keeping in 

mind their different header compositions as described in the previous sections (Peterson & 

Davie, 2000). 

The migration from IPv4 to IPv6 has no determined end date. The process is slow. Table 2 

lists some important documents for migrating to IPv6. 

 

Table 2: IPv6 Documents 

RFC# Title 

2071 

Network Renumbering Overview- Why would I want it and what is it 

anyway? 

2072 Router Renumbering Guide 

2185 Routing Aspects of IPv6 Transition 

2529 Transmission of IPv6 over IPv4 Domains without Explicit Tunnels 

2767 Dual Stack Hosts Using the Bump-in-the-Stack Technique (BIS) 

2893 Transition Mechanisms for IPv6 Hosts and Routers 

3056 Connection of IPv6 Domains via IPv4 Clouds 

3142 An IPv6-to-IPv4 Transport Relay Translator 

 

Three transition techniques were developed by the IETF: 

 Dual-stack: The nodes have two protocol stacks (IPv4 and IPv6) enabled and use IPv6 

to contact IPv6 nodes and use IPv4 to contact IPv4 nodes. 

 Tunnels: Hosts or routers send and receive IPv6 packets using an overlay network of 

tunnels established over an IPv4 network or over label switched path (LSP) (in a 

Multiprotocol Label Switching [MPLS] network). 

 Protocol translation: A protocol translator acts as an intermediary between the IPv4 

and IPv6 worlds. 

A list of vulnerabilities of running dual-stack: 

 Protected against IPv4 attacks but not IPv6 attacks. A lot of users are not aware that 

their operating system is running both version of the protocol automatically. 

 Denial of Service attacks 

A list of vulnerabilities of running tunneling: 

 Address spoofing 

 Reflection attack 
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IPv6 and IPv4 both fall within the Network Layer of the OSI stack. If for example a network 

layer application is vulnerable in IPv4, it will also be vulnerable in IPv6.  

A list of similar vulnerabilities: 

 Attacks against the physical, data link or application layers 

 Man-in-the-middle attacks 

 Sniffing/eavesdropping 

 Denial of Service (DoS) attacks 

 Spoofed packets: forged addresses and other fields 

 Attacks against routers and other networking devices 

 

The way in which IPv6, as part of the network layer of the OSI stack, interacts with the layers 

above and below it can also introduce new vulnerabilities.  

A list of vulnerabilities where the difference is only slightly: 

 LAN-based attacks through the Address Resolution Protocol (ARP)or Neighbor 

Discovery Protocol (NDP) 

 Attacks against Dynamic Host Configuration Protocol(DHCP)or DHCPv6 

 Denial of Service (DoS) against routers (hop-by-hop extension headers rather than 

router alerts) 

 Fragmentation (IPv4 routers performing fragmentation versus IPv6 hosts using a 

fragment extension header) 

 Packet amplification attacks (IPv4 uses broadcast versus IPv6 uses multicast) 

A list of vulnerabilities where the difference is unique to IPv6: 

 Reconnaissance(since brute force with the larger address space is more time 

consuming) and scanning worms 

 Attacks against the required component Internet Control Message Protocol for 

IPv6(ICMPv6) 

 Extension Header (EH) attacks 

 NDP attacks (Auto configuration) are simple to perform 

 Attacks on dual stack implementation migrating from IPv4 to IPv6. 

 Mobile IPv6 attacks. Devices that roam are susceptible to much vulnerability. 

 IPv6 protocol stack attacks because bugs and shortcomings might exist in the code. 

 

IPv6 security concerns 
The following section categorizes security concerns regarding IPv6 implementation (Hogg, 

2008) (KIM & KIM) (Zagar & Grgic, IPv6 Security Threats and Possible Solutions) (Zagar & 

Vidakovi, IPv6 Security: Improvements and Implementation Aspects) (Ford) (Choudhary & 

Sekelsky) (Szigeti & Risztics) (Zimmermann, 1980). It is discussed like a ripple effect 

starting at the protocol itself and rippling outwards through the network along the path of 

communication. Implementation of Current Best Practice (CBP) is strongly advised when 

planning or working on these different parts of the IPv6 network. It is also encouraged to 

research the specific area of implementation in the context of the intended network. Hence, 

the description given is ‘current best practice’  because it is still changing. 

 

Protocol security 
This concern involves the protocol itself, its structure and how it works. The implementation 

of ICMPv6 and Extension Headers are especially important. IPsec is mandatory in IPv6 and 

its implementation is very important. Its presence is carried over to some of the other sections 

as well.  
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Operating system security 
This concern is with the IPv6 security capabilities and setup of operating systems running on 

the different client and server machines composing the intranet. These machines hold the 

most valued information and the operating system is the connection between the information 

and the rest of the network. 

 

Network security  
This concern is with the organizations intranet or network inside the perimeter mostly 

regarding the Data Link Layer of the OSI[12]. The CSI/FBI 2007 Computer Crime and 

Security Survey reported that 64 percent of the surveyed organization's losses were partially 

or fully a result of insiders. The implementation of Neighbor Discovery Protocol (NDP) and 

DHCPv6 are especially important. 

 

Perimeter security 
This concern is based on the old military strategy where the city border is fiercely protected 

leaving the inside saved. It involves the perimeter around an organizations network where it 

connects with the internet or other organization networks. The implementation of IPv6 

firewalls is especially important. New proposed security models might incorporate firewalls 

into an Intruder Detection System (IDS). 

 

Internet Security 
This concern is with the cloud. It involves the internet, traffic and equipment like routers. 

These threads could come from anywhere across the web, even form distributed threats 

working together.  Configuration of routers is especially important. 

 

Virtual Private Network Security 
This concern is with Virtual Private Network (VPN) setup over IPv6 also known as 

‘tunnelling’; a secure private connection through a public network or an otherwise unsecure 

environment. The implementation of IPsec is especially important. 

 

Mobile Security 
This concern is with mobile devices like laptops and smart phones where the need to roam 

around while staying connected is growing fast. Here again the implementation of IPsec is 

especially important. Take note of the new Mobile Internet Protocol (MIP) implementation. 

 

Conscientious Security 
This concern is with the users and more importantly the administrators of the system. Their 

skills, discipline and awareness might be the last defense in a possible security disaster. 

Cultivation of such skills and users are encouraged. 

 

World IPv6 Day 
On 8 June, 2011, under the sponsorship of the Internet Society, top websites and ISP’s around 

the world, including Google, Facebook, Yahoo!, Akamai and Limelight Networks joined 

together with more than a 1000 other participating websites in World IPv6 Day. This entailed 

a 24-hour global-scale ‘test flight’ of the new Internet Protocol, IPv6 (Internet Society, 

2011e).  

 

During this trial all the participating web sites served up their content using IPv6 as well as 

the current standard IPv4. The event was hailed a massive success, raised visibility of IPv6 
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and allowed network engineers to determine how well IPv6 works and to pinpoint technical 

difficulties such as misconfigured systems and delays for some end users trying to access 

participating Web sites (Marsan, 2011e). 

 

Data traffic statistics 
For a bright 24 hour period, shown in Figure 7, the IPv6 network looked a little bit more like 

its IPv4 big brother. Web traffic grew during the day up until the midnight cutoff point where 

some of the major content providers withdrew their namespace support. At midnight UTC the 

web traffic falls off the cliff and the traffic mix returns to its pre-v6-day chatter (Malan, 

2011). 

 

 

Figure 7: Application breakdown for native IPv6 traffic from six carriers (Malan, 2011) 

 

In Figure 8: Percentage of IPv6 traffic of all Internet traffic in six carriers roughly doubles 

during the v6-day period. However, doubling a fraction of a percent is still a fraction of a 

percent. Most end users probably have at least a mediating Domain Name System (DNS) 

caching device (home router or wireless base station) that may not elegantly switch back and 

forth from v4 to v6. The inertia and complexity of changing this element of the Internet is 

massive (Malan, 2011). 
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Figure 8: Percentage of IPv6 traffic of all Internet traffic in six carriers (Malan, 2011) 

 

Test your IPv6 connectivity 
The Internet Society made a test site (http://test-ipv6.com/) available for end users to test their 

IPv6 compatibility (Internet Society, 2011). Figure 9 shows the results of my local machine 

connected via a Wi-Fi router to an ADSL line. 

 

 

Figure 9: Local Machine Test Results 

 

Google after IPv6 day 
Google said it has decided to leave its main YouTube website enabled for IPv6 for the time 

being. Since 2008, Google has supported IPv6 on separate websites -- such as 

www.ipv6.google.com -- rather than on its main websites. Lorenzo Colitti, IPv6 Software 

Engineer at Google stated that “We saw 65% growth in our IPv6 traffic on World IPv6 Day" 

(Marsan, 2011b).  

 

Google over IPv6 uses the IPv4 address of your DNS resolver to determine whether a 

network is IPv6-capable. If you enable Google over IPv6 for your resolver, IPv6 users of that 

resolver will receive AAAA records for IPv6-enabled Google services. Normally, if a DNS 

resolver requests an IPv6 address for a -Google web site, it will not receive one but a DNS 

resolver with Google over IPv6 will receive an IPv6 address, and its users will be able to 

connect to Google web sites using IPv6 as shown in Figure 10  (Google, 2008).  

http://test-ipv6.com/
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Figure 10: Google over IPv6 

 

Facebook after IPv6 day 
Don Lee, senior network engineer at Facebook, stated: "At Facebook, we saw over 1 million 

of our users reach us over IPv6 ... There were no technical glitches in this 24-hour period. We 

were encouraged by the many positive comments on our blog. ... It is really interesting to see 

how passionate people were about IPv6 around the world." (Marsan, 2001b) Because of the 

positive results from World IPv6 Day, Facebook has decided to support IPv6 on its Website 

for developers, which is developers.facebook.com. 

 

Security on IPv6 day 
The general conclusion of the 24-hour trail is that security stayed intact. It is also generally 

known that this is too short a time to form any conclusive opinions regarding the matter. 

Some security feedback after IPv6 day follows. 

 

“Latest reports state that the 24-hour global test run did not hit any major glitches, according 

to a spokesman for Arbor Networks, an Internet security company monitoring the IPv6 

activity” (Moyo, 2011). "The Internet is under constant attack, and a lot of it is insignificant," 

Champagne says. "We did see some DoS attacks that were going on over IPv4, and when 

folks switched to IPv6, the attacks switched to IPv6. But it still wasn't material. We haven't 

seen any massive attacks." As this large-scale experiment draws to a close, no major outages 

or security breaches were reported at the 400-plus corporate, government and university 

websites participating in the IPv6 trial. Champagne says Akamai has not seen more broken 

IPv6 connections than expected, nor has it noticed any major attacks aimed at IPv6 (Marsan, 

2011a).   

Some people had predicted that hackers were going to take advantage of World IPv6 Day. 

The thought was that if these large sites, which had historically been IPv4, were to become 

IPv6 accessible they would be vulnerable. Many organizations may have significantly 

sophisticated IPv4 defenses but their IPv6 defensive capabilities may not be sufficient. The 

attackers could perform reconnaissance on the public IPv6 addresses of these sites and see if 

they are more vulnerable with IPv6 than with IPv4. The SANS Internet Storm Center (ISC) 

and the Cisco Security Intelligence Operations (SIO) did not report any security issues related 

to IPv6. However, that does not mean that attackers were not performing some reconnaissance 

and data gathering (Hogg, 2008). 
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Conclusion 
Since so little IPv6 implementation is currently out there it is difficult to see the results of this 

new and complex protocol. Advising people to be aware of the security holes and implement 

current best practice is the only way to progress with the migration. 

 

The Arab Spring was driven by the Internet and social media using mobile devices in the 

GSM/Internet Protocol. Cellular phones running Google, Android, Blackberry OS, Apple OS, 

and iPhone formed the base on which the social media network was used. Thus IPv6 

migration may be pushed more by the migration to mobile devices than the use of traditional 

networks. The number of mobile devices that use GSM and Wifi could speed up the IPv6 

migration.  

 

The Internet Society also provides a list of frequently asked questions about IPv6 adoption.  

They state that there have been several calls to action for organisations to plan actively for the 

widespread deployment of the new version of the basic Internet Protocol, IPv6. They 

intensely support such calls for action. The Internet Society (2012) also states: 

“If deployment is delayed, the future growth and global connectivity of the Internet will be 

negatively impacted.”  
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Abstract 
Communication between people has always been a part of society. In the past, people could 

omit the return address from a letter to keep the sender’s identity private. The problem is that 

it is not as easy to achieve anonymity when sending and receiving e-mails. This paper 

discusses ways of achieving anonymity when using e-mail as communication for instance, in 

lodging complaints to a grievance department. Anonymity is defined as hiding the identity and 

personal information of an individual. The proposed model uses an anonymous re-mailer to 

show how the sender of an e-mail’s identity can remain anonymous.  

 
Keywords: security, e-mail, anonymity, privacy, re-mailer, privacy enhancement technology. 

 

Introduction 

Communication between people has always been one of the basic human instincts. 

Communication occurs when one person wants to share information with another person in 

either a verbal or non-verbal way (Notes Desk Admin, 2009). There is also information that 

people do not want to share with anyone and would rather keep private. Keeping information 

private and secret can be done by making one’s identity anonymous. If the individual’s 

identity is anonymous, the associated, sensitive information cannot easily be linked to the 

sender. In the internet milieu it is difficult to maintain privacy and anonymity whilst sending 

e-mails (Gulcu, 1996). 

Gulcu (1996) explains four main reasons for anonymity under the following subcategories: 

the discussion of sensitive data, information searches on a person’s identity, freedom of 

speech in an intolerant environment and polling or surveying. There are several other reasons 

why one would want to stay anonymous, from a secret valentine message to an e-mail 

containing military protected information. For purposes of this paper, anonymity is defined as 

the hiding of an individual’s identity and personal information whilst using e-mail 

communication. 

 

This paper initially investigates current available privacy enhancing techniques and ways to 

achieve privacy and anonymity. This research is then used to construct a model as a possible 

solution to the problem of achieving anonymity whilst using e-mail as a communication 

method. 

 

The authors propose a model: the anonymizer bouncer model, which implements a basic 

‘middle man’ principle. This model is described using a call centre environment with 

communication between a call centre agent and a client. The client phones the call centre 

mailto:malan747@gmail.com
mailto:moutonf@gmail.com
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where the agent answers the phone. The client then requests a task from the agent which 

requires the agent to request the client’s e-mail address. The agent sends an e-mail to the 

client via the anonymizer model to request information required for the task at hand. The 

client responds via the anonymizer back to the agent, without ever knowing the identity of the 

agent, with the required information. In this process the anonymizer keeps the agent’s identity 

anonymous so that the client never knows the identity of the agent. 

 

There are many different anonymisers available, however, all come down to the same 

principle. The proposed model uses a simplistic approach rather than an overly complex 

approach like most other anonymisers. Most other anonymisers focus on the transportation 

protocol of the message by using methods such as batch sending and aliases. The proposed 

model makes use of encryption and other techniques in order to maintain anonymity. 

 

Ways to achieve privacy and anonymity on the internet are then discussed. Passive attacks, 

which are ways to try and prevent anonymity, are introduced as well as previous work in the 

field of anonymity. The next section proposes the anonymizer bouncer model as a solution to 

the problem. This section is subdivided into four subsections. The first subsection provides an 

overview of the system. The second and third explain the communication between the agent 

and the client and between the client and the agent, respectively. The fourth subsection 

discusses the advantages and disadvantages of the model. The final section concludes with the 

advantages that this model brings to a call centre environment as well as future work. 

 

Privacy and anonymity  
Anonymity can be defined as the privacy of one’s identity and can be divided into two cases: 

persistent anonymity where one uses a pseudonym, or ‘alias’, instead of one’s real name, and 

one-time anonymity where an online identity is created that only lasts for one session 

(Goldberg et al, 1997). Paper mail allows for anonymity because adding a return address is 

not a necessity (Gulcu, 1996). Modern day electronic mailing, however, is not that simple and 

many approaches have been followed to solve this problem.  

 

A way to achieve privacy of an e-mail is to encrypt the message before sending it. Pretty 

Good Privacy, or PGP, is encryption software that can be used to encrypt the message in such 

a way that one can send it to multiple recipients (Zimmermann, 1995). The message is 

encrypted with a public session key and then this key and the public key of each recipient is 

encrypted and sent with the mail in a block (Price, 2005). The recipient then uses his / her 

private key to decrypt the session key and then decrypts the message (Price, 2005). 

Onion routing is another way of achieving anonymity. Onion routing is an infrastructure that 

allows for private communication over a public network (Goldschlag et al, 1999). The basic 

idea is that ‘onion’ data, which is data layered into different encryptions, is sent through the 

onion route and each node decrypts one layer of the ‘onion’ until the data is in clear text 

(Goldschlag et al, 1999, Gulcu, 1996).  
 

The onion routing system that is currently being used is called Tor (The Tor Project, 2011). 

Tor is an anonymity tool where the client Tor application selects nodes from the Tor server 

(The Tor Project, 2011). The data to be sent is encrypted and sent through randomly chosen 

Tor nodes (The Tor Project, 2011). The last node then decrypts the message and sends it to 

the final recipient (The Tor Project, 2011). 

 

Achieving complete anonymity on the internet is an even more difficult task to accomplish, 

but there are systems available that partially accomplishes this. One of these systems is called 
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the ‘Anonymizer’ which is an anonymity service keeping your entire system anonymous from 

the internet (Anonymizer, 2007). The Anonymizer masks the individual’s IP address and 

assigns an alias IP to the system which is sent out to the public network. The following 

subsection discusses the different types of passive attacks and gives a brief description of how 

each attack works. 

  

Passive attacks 
There are three types of passive attacks which try to retrieve the private, anonymous 

information. These are called passive attacks, because these attacks occur by monitoring 

network traffic (Gulcu, 1996). Passive attacks on re-mailer systems occur by monitoring e-

mail communication between the sender, A, and the receiver B. The attacker first monitors the 

message before A sends it to B. The attacker then analyses the message after B received it. 

The differences between these two messages can either be monitored by the content of the 

message or by the time of sending and receiving the message. Assumptions are then made 

from the monitored differences. 

 

 The first type of attack is a Content (or size) correlation attack which takes the content and 

the length of the e-mail into account (Goldberg, 2007). If the attacker can compare the content 

of the e-mail from the receiver’s side as well as the sender’s side, it can be assumed that it is 

the same e-mail. Assumptions can then be made and one can see who the sender and receiver 

are, which reveals the anonymous user’s identity. The other method of content correlation 

attacking is the analysis of the size of the message before sending and after receiving the e-

mail. If the size is more or less the same, the messages are assumed to be the same. 

 

The second type of attack is a Time Correlation attack which takes the time of sending and 

receiving the e-mail into account (Goldberg, 2007). This is done by comparing when the e-

mail was sent and received and then drawing conclusions of which e-mails was sent closest to 

each other and seems linked. The anonymous identities are revealed since the sender as well 

as the receiver is now known. 

 

The third type of attack is called Message Replay which records and plays e-mail messages 

back. A legit message is recorded and then played back later in the message stream (Gulcu, 

1996). The same output that was given for the original message is again given for the fake 

message, if the system does not account for message replay. Similarities and differences can 

then be drawn by comparing the first message and the second message in terms of content and 

times sent and received. 

 

The following subsection discusses previous work which has been done in the field of 

anonymity. 

 

Previous work 
Initially, the most authoritative paper about anonymity and anonymous communication was 

published by Chaum (1981).  Chaum produces an idea called a ‘mix’ as a solution to obtain 

anonymity. This ‘mix’ is based on a more primitive way of sending mail, which includes 

sending the mail to a friend who strips out all the identifying factors of the mail and then 

forwarding it to the right person (Goldberg, Wagner & Brewer, 1997). The mix is basically a 

component acting as a re-mailer which forwards e-mails from the anonymous user to the 

proper recipient. The goal of the mix is to obfuscate the relationship between incoming and 

outgoing mail before forwarding the message to the recipient, so that the recipient is not able 

to identify the sender (Gulcu, 1996). 
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Most other anonymity systems are based on Chaum’s original idea. The IBM Zurich Research 

Laboratory wrote an anonymous re-mailer, called Babel. Babel is an e-mail filter, which 

filters out the identifying parts of the e-mail before forwarding it to recipient. Babel caters for 

the different attacks and focuses on more detail than just stripping the mail of the identifying 

factors (Gulcu, 1996). 

 

Anonymous re-mailers are classified according to four types (Goldberg, Wagner & Brewer 

1997, Goldberg, 2007, Gulcu, 1996). The types are as follows. 

1. Type 0 re-mailer, called the Penet re-mailer, is the oldest and currently still most used 

re-mailer (Gulcu, 1996). The Penet re-mailer strips the mail of all header information, 

creates an alias for the sender, and then forwards the mail to the recipient. The 

recipient can then reply to this alias, which is connected to the real person (Goldberg, 

Wagner & Brewer, 1997, Goldberg, 2007, Gulcu, 1996). 

2. The type 1 re-mailer was created by a group called the cypherpunks (Hughes, 1997). 

There are many different versions of this type of re-mailer and all are based on the 

type 0 re-mailer with slight variations (Gulcu, 1996). This re-mailer addresses the 

issue of time correlation attacks by adding extra security features including message 

chaining, encryption and mixing (Goldberg, 2007). Mixing is a method of batching up 

messages and then sending a whole batch out in a random order, instead of sending 

out one message at a time (Goldberg, 2007). 

3. The type 2 re-mailer is called the mixmaster and its main focus is improving on the 

size correlation issue. This is done by sending out the mail in packets of the same size. 

The mixmaster does not assign a pseudonym (alias) to the sender (Goldberg, 2007). 

4. The type 3 re-mailer is called the mixminion and is basically a type 2 re-mailer, but 

creates an alias for the sender as with type 0 and 1 (Goldberg, 2007). 

 

The following section discusses the details of how the model proposed by the authors, called 

the anonymizer bouncer model, works. 

 

The Anonymizer Bouncer Model 
The previous sections explained the different types of re-mailers that are available. Most of 

the re-mailers make provision for handling multiple recipients, but in the call centre scenario 

there will always be only one intended recipient: the client. The authors suggest a simple 

anonymous re-mailer model which handles incoming and outgoing e-mail in the call centre. 

The goal of the re-mailer is to hide the identity of the agent to the client, but still provides the 

client the ability to reply to the agent. A gmail account was created to act as the anonymizer 

bouncer, with the e-mail address anonymizerbouncer@gmail.com. 

 

The authors combine the techniques of Chaum and the original penet re-mailer into a 

simplistic re-mailer (Chaum, 1981, Gulcu, 1996). This re-mailer improves on other 

techniques because it does not make use of pseudonyms, also called ‘aliases’, and is 

completely separate from the person sending the e-mails. The re-mailer also has less 

complexity than ordinary chain re-mailers. Pseudonyms can be unravelled to reveal the 

original sender. As the anonymizer bouncer is separate from the person sending the e-mails, 

there is no way of tracing the e-mail back to the sender by using the passive attacks mentioned 

earlier. The other available re-mailers try to account for these attacks by sending the e-mails 

at random times and keeping the sizes of the e-mails consistent, whereas with the anonymizer 

bouncer none of these extra complications are required.  

 

mailto:anonymizerbouncer@gmail.com
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This section is subdivided into four subsections. The first subsection provides an overview of 

the system. The second and third subsections explain the communication between the agent 

and the client and between the client and the agent respectively. The last subsection discusses 

the advantages and disadvantages of the model. 

 

Overview of the model 
Figure 1 shows an overview of the model. The anonymizer in the image is the anonymizer 

bouncer. 

 

 
Figure 11: Overview of the Anonymizer Bouncer Model 

 

The client phones the call centre and speaks to a specific agent. The agent then informs the 

client that there is a need for the agent to e-mail the client, for example there is a need for 

extra documentation. The client provides his/her e-mail address to the agent and the agent 

then e-mails the client requesting the additional documentation. The goal of the anonymizer is 

to be the middle man between the agent and the client, making the agent’s identity obfuscated 

to the client. 

 

The agent’s e-mail is sent to the anonymizer, with parameters to specify where the e-mail 

should be forwarded to. The anonymizer processes the headers of the e-mail to retrieve all 

necessary information, encrypts the agent’s e-mail address and forwards the e-mail to the 

client. The anonymizer also configures the e-mail in such a way that the return address would 

return to the anonymizer with the encrypted e-mail address as parameters. This is done so that 

when the client replies to the agent, the anonymizer will know which agent to forward the 

reply to. 

 

In the case where the client replies, the anonymizer retrieves the e-mail and extracts the 

header of the message. The anonymizer decrypts the agent’s e-mail address and then forwards 

it to the agent, with the client’s e-mail address as parameters. 

 

The following subsection explains the e-mail communication originating from the agent to the 

client. 

 

 

 

 

 

 



Protecting e-mail anonymity with an Anonymizer Bouncer 

44 Journal of Information Warfare 

Agent to client 
Figure 2 depicts the process that occurs when an agent communicates to the client. 

 

 
Figure 12: Agent to Client Communication 

 

The first step of the process is the agent from the call centre sending an e-mail to the 

anonymizer. The agent adds the client’s e-mail address to the subject field in a specified 

format, and then the message to send to the client in the body as per a normal e-mail. Figure 3 

shows the structure of the message sent from the agent to the anonymizer. 

 

 
 

Figure 13: Message Structure of Communication from the Agent to the Anonymizer 
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The anonymizer analyses the header of the message and extracts relevant information from it. 

The subject field contains the client’s e-mail address as well as the actual subject. The 

anonymizer also saves the ‘To’ and ‘From’ field of the original message, as this is used in the 

next step. Figure 4 shows the information stripped from the header, to replace in the 

anonymizer’s header in the next step. 

 

 
 

Figure 14: Extract Information from the E-mail Header 

 

The next step is to strip the original message of its header and replacing it with the modified 

template header of the anonymizer. The anonymizer extracts relevant fields, as depicted in 

Figure 5, from the original message’s header and replaces it in the template header. The 

relevant fields that are replaced are as follows. The ‘To’ field gets replaced with the client’s e-

mail address contained in the subject. The ‘From’ field is the anonymizer’s e-mail address. 

The ‘Subject’ field is replaced with only the subject out of the original message as the client’s 

e-mail address is removed from the subject. The agent’s e-mail address is encrypted and 

concatenated to the anonymizer’s e-mail address to form the Reply-To field. The Reply-To 

field is in the format ‘anonymizerbouncer+agentEncrypted@gmail.com’. The gmail server 

disregards any text after the plus sign in a gmail address and the e-mail is sent to 

anonymizerbouncer@gmail.com. The ‘To’ field will still contain the entire formatted address, 

with the plus sign and text after the plus sign included. 

 

 
 

Figure 15: Construct the New Message 

 

This e-mail is then sent to the client, who can now reply to the call centre agent without 

knowing the agent’s identity as depicted in Figure 6. 
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Figure 16: Anonymizer Forwards the E-mail to the Client 

 

The following subsection explains the e-mail communication originating from the client to the 

agent. 

 

Client to agent 
Figure 7 depicts the process that occurs when the client responds to the agent. 

 

 
Figure 17: Client to Agent Communication 

 

The client replies to the e-mail sent from the call centre agent. Since the ‘Reply-To’ field has 

been populated as the anonymizer bouncer’s e-mail address, the anonymizer receives the e-

mail from the client. Figure 8 shows the message format sent from the client to the 

anonymizer. 
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Figure 18: Message Structure of Communication from the Client to the Anonymizer 

 

The anonymizer extracts the header from the e-mail and retrieves the relevant information 

from the e-mail, as shown in Figure 9. The ‘To’ field contains the agent’s encrypted e-mail 

address. The ‘From’ field contains the client’s e-mail address, and lastly, the ‘Subject’ field 

contains the subject of the e-mail. 

 

 
 

Figure 19: Extract Information from the E-mail Header 

 

The next step is retrieving the agent’s e-mail address and constructing the new message. This 

requires the anonymizer to decrypt the agent’s encrypted e-mail address. The original 

message is completely stripped of its header and replaced with the anonymizer’s header. The 

relevant information from the original header replaces the associated fields in the 

anonymizer’s template header. The ‘To’ field gets replaced with the decrypted agent’s e-mail 

address. The ‘From’ and ‘Reply-To’ fields gets replaced with the anonymizer’s e-mail 

address. The client’s e-mail address is joined with the subject in the form ‘client:client e-mail; 

subject’ and set as the ‘Subject’ field. Figure 10 shows the original and modified messages. 

 

 
 

Figure 20: Construct the New Message 
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The final step of the anonymizer is to forward the message to the agent. The agent can reply 

to the anonymizer with the client’s e-mail address as parameters as explained in the Agent to 

client subsection. Figure 11 depicts the final step. 

 

 
Figure 21: Anonymizer Forwards the E-mail to the Agent 

 

The following subsection explains the advantages and the disadvantages of the proposed 

model. 

 

Advantages and disadvantages of the anonymizer bouncer model 
The advantage of having an anonymous re-mailer in a call centre environment is that the 

agent can do his/her job safely, without having to worry about angry callers (clients) who 

might want to use the agent’s e-mail address for malicious reasons. These reasons can vary 

from hacking the agent’s computer, to extreme cases as doing information searches on the 

agent and stalking the agent. Angry callers may be upset with the call centre and not with the 

agent specifically and may take it out on the agent.  

 

Another advantage is that there is no favouritism involved when callers rate the call centre 

agent. If the caller knows the agent’s identity, he/she might rate the agent unfairly if he/she 

has any previous experience with the agent. 

 

The anonymizer can also help prevent some of the passive attacks. Since the e-mails are sent 

from within the call centre, through the anonymizer, the only assumption that can be made is 

which message was sent by the client and received by the anonymizer. Thus, analysing the 

time of the message and size of the message cannot be accomplished as the attacker has no 

access to the data from the call centre to the anonymizer server. In the case of the message 

replay attack, the only problem that is foreseen is that the anonymizer can send duplicated e-

mails to the agent. The identity of the agent will thus remain anonymous no matter which of 

the three mentioned attacks are used against the anonymizer bouncer. 

 

The main disadvantage of the re-mailer is that the communication may take a bit longer. This 

is due to the fact that the agent has to configure the subject of the e-mail in a very specific 

way so that the anonymizer can process the e-mail correctly. 

 

The following section concludes the paper. 

 

Conclusion 
By making one’s identity anonymous, one lowers the value from sensitive information. The 

purpose of this paper was to find a simplistic solution, without causing extensive extra 

network overhead, in order to achieve anonymity within a call centre environment. 
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It has been shown that there are various privacy enhancement techniques available and 

research has been performed on different techniques of anonymity, but none of these apply 

directly to a call centre environment. Most of the techniques require extensive extra network 

overhead without providing much more benefits. The anonymizer bouncer re-mailer model, as 

proposed by the authors, is based on one of the first anonymous re-mailer concepts. This is 

performed by stripping the e-mail of its header and replacing it with a header created by the 

re-mailer. Encryption is used to make the agent’s e-mail address anonymous so that the client 

cannot identify the agent. The type of encryption is interchangeable and this model does not 

constrain itself to a specific encryption algorithm. 

 

The anonymizer bouncer re-mailer model is simplistic and achieves anonymity without 

complex methods such as batching or aliases. The anonymizer bouncer re-mailer successfully 

utilizes encryption, with additional techniques, in order to always keep the sender’s identity 

anonymous.  

 

For the purposes of this paper the sender is required to know the identity of the recipient in 

order to initiate the communication. Due to this, the requirement of the model is to only focus 

on keeping the sender’s identity anonymous. In future research one can examine the need to 

also keep the recipient’s identity anonymous. Further security enhancements can also be 

implemented to better prevent the spam effect of the message replay attack. 
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